
 
REQUEST FOR INFORMATION FROM VENDORS FOR PROOF OF CONCEPT 

(POC) OF AN IOMT INFRASTRUCTURE  
 
 

1. Introduction.    The future warfare will be led by niche technologies and their 

possible military exploitations. IA is therefore, required to remain alive to the rapid 

emergence of niche technologies including AI, autonomous and unmanned systems, 

long range precision technology, Internet of Military Things (IoMT), 5G, Directed 

Energy Systems and Geo-Spatial technical domains. These niche technologies are 

being constantly analysed for relevance in Indian context and their gainful infusion, in 

consonance with IA’s operational requirements. To accrue true dividends from the 

infusion of niche technologies, there is a need to simultaneously accelerate 

development of IoMT based Applications and Services to support the transition from 

information operations to knowledge centric operations as part of Network Centric 

Communication. 

 
2. The main purpose of this RFI is to develop Proof of Concept (PoC) of an IoMT 

infrastructure under aegis of DG Signals.  

 
3. As part of this PoC, IoMT devices comprising of complete ecosystem with mob 

& web applications in following major domains are envisaged:- 

 
 (a) Operations and tactical communications. 

 (b) Training. 

 (c) Logistics. 

 (d) Intelligence, surveillance and reconnaissance (ISR).  

 (e) Health. 
 
4. This Request for Information (RFI) consists of two parts as indicated below :- 
 

(a) Part I.  The first part of the RFI incorporates operational characteristics 

and features that should be met in the project. Few important technical 

parameters  of the proposed equipment/system are also mentioned.  

Additional vendor requirements are also listed. 

 
 (b) Part II.  The second part of the RFI states the methodology of seeking 

 response of vendors.  Submission of incomplete response format will 

 render the vendor liable for rejection. 

 
PART I 

 
5. Purpose.The purpose of Request for Information (RFI) is to develop PoC of 

IoMT infrastructure under aegis of DG Signals. The solutions should provide Indian 

Army withproduct profile in the area of Internet of Military Things (IoMT) with regards 

to elements, integration and solutions that can be utilized to support Army's 

operations and programmes around the country.  The information provided in the RFI 

will be used to determine the feasibility, scope, timeframe and approximate resource 

requirements for IoMT elements, solutions and applications.  
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6. Applications envisaged from the Project 
 

(a) Operations. 
 

(i) C4I2SR systems.  Simulate a Command, Control, Communication, 

Computer, Information, Intelligence, Surveillance, Reconnaissance (C4I2SR) 
system with the following characteristics:- 

 

(aa) The Communication backbone to be engineered on 4G 
LTE based Network. The Communication fabric so designed to 
be reliable, jam resistant and provide end to end data 
security. The features of such system may include sharing of 
data, video, image and maps etc on real time basis. A manpack / 
Vehicular standalone LTE NIB to be provided to simulate isolate 
LTE bubbles in operational area. In order to simulate extended 
ranges & to create LTE hotspot in mission critical areas with 
ranges up to 100m above ground, a flying eNode B ( tethered 
quad copter based)  to be integrated in the network . 
 

(ab) A wide variety of Sensors (IoMT based) to be deployed to 
simulate a range of functions. These sensor data are to be 
delivered to an integrated platform that analyses them and 
delivers information across the chain of command and enable 
enhanced situational awareness through central operations 
centre. Following scenario to be simulated :- 

 

(aaa) Multi Layered Border Management System.  The 
envisaged application  should simulate a multi layered 
border/ LAC/ LC monitoring system using various layers 
of surveillance such as Radar, Earth Observation System 
(EOS), Cameras (LR, PTZ, fixed), Vibration Sensors, 
Motion detection, Pressure, Proximity, Dual Sensors (MW, 
IR) etc. 
 

(aab) Hinterland Operations.  Establish a standalone 
LTE network to simulate hinterland Counter Insurgency / 
Counter terrorism Operation Centre for enhanced 
situational awareness. This may include use of LTE NIB, 
quad copters, PTZ camera, sensors- IR, motion detection, 
Pressure, Proximity etc and work station & servers at 
Command & Control Centre. This may also include blue 
force tracking through Live Location mapping of Forces 
employed in such Operations, Sniper control through third 
eye optics, etc. 

 

(aac) Integrated Multi-Layer Perimeter Intrusion 
Detection System.  Real time critical infrastructure 
protection system needs to be implemented which will be 
a combination of multiple sensors to deter, detect, delay 
and avert intrusions. It should be remotely configurable 
and monitored through Command and control software.  
The solution components may include unattended ground 
sensors (UGS), motion detectors (up to 15 m) intrusion 
detection sensors, infrared and MW based fence sensors, 
day night high resolution fixed cameras, PTZ cameras 
and a public address system. 
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(ac) Integration with existing Sensors.  The project shall aim 
at integration of existing sensor devices held with Indian Army 
units (both active as well as passive sensors such as BFSR, 
HHTI, LORROS, TIIOE, Smart Fence, IR sensors, motion 
detectors, sound/proximity activated sensors, EW, UAV, UGS, 
radars etc) with state of the art IoMT devices and gateways in all 
aspects including connectors, protocols and media. 

 
(ad) Other Sensors.  Several other IoMT based sensors can 
be utilised such as Humidity, Proximity, Noise, Thermal, 
Pressure, IR, RF ID, Vision/ Imaging, Radiation, Position, 
Motion, Electric Sensors, etc. The list is not exhaustive and 
vendors are encouraged to come up with IoMT based solutions 
using above sensors. 

 
(b) Training.  IoMT can be used in training and simulation exercises, i.e., 
wearable receivers to mimic live combat. An example of live training may use 
cameras, motion and acoustic sensors to track force during training exercises. 
The system would send data to trainers’ mobile devices, which can analyse in 
real time and produce edited video and statistics to review after the exercise. 
 
(c) Logistics. 
 

(i) Supply Chain & Inventory Mgt. Logistics is an area where 
multiple sensors can be used. Currently, their deployment remains 
constrained to benign environments with infrastructure and human 
involvement. For example, RFID tags can be used to track cargo and 
manage inventories between central logistics hubs. 
 
(ii) Convoy Movement/Fleet Monitoring and Management.  Fleet 
monitoring can be represented by ground vehicle fleets with on-board 
sensors that monitor performance and part status. For example, they 
track vehicle status and subsystems,and indicate when resupplying 
low-stock items (i.e., fuel or oil) are needed. Sensors would issue alerts, 
potentially reducing the risk of fatal failures while driving. IoMT based 
Real-time fleet management can include geo-location, status 
monitoring, speed and engine status, total engine hours, fuel efficiency 
and weight sensors. The dashboard must include Fleet overview 
(moving, idle, parked), fuel overview, day wise distance trends, Vehicle 
details (location, speed, real time fuel stats), live tracking, history, 
places(geo fencing), history, contacts, route analytics ETA, etc. 
Besides, when tracking cargo, the position and status of the containers 
can be monitored to identify potential problems. Furthermore, it enables 
preventive maintenance resulting in a long lifecycle (slowing or 
preventing breakage) and less downtime spent in repairs.  
 
(iii) Individual Supplies.  The deployment of RFID tags, sensors 
and standardized barcodes shall allow for tracking individual supplies. 
IoMT provides real-time supply chain visibility and allows the military to 
order supplies on demand and simplify logistics management for 
operational units. It can increase accountability, enhance mission 
reliability, reduce losses and theft of military equipment and help with 
the time criticality on the military maintenance. Soldier material (e.g., 
water, food, batteries or bullets) can be monitored with alerts issued for 
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a necessary resupply. Aggregate data (e.g., groups of soldiers, 
companies, battalions) might also be studied for further enhancements 
of supply for tactical and emergency units. The analytics might be 
focused on considering environment, body type and consumption 
among other variables. 

  

 (d) Health. 
 

(i) Personal Sensing.  Body-worn sensors, when deployed on a 
community scale, offer information to support C4I2SR. Fitness trackers 
enable monitoring of physical activity along with vital signs. 
Technologies for monitoring both workforce and their surroundings 
could aid when inferring physical or psychological states as well as 
assessing the risk of internal injury based on prior trauma.  
 

(ii) Soldier Healthcare.  Soldiers can be alerted of abnormal states 
such as dehydration, sleep deprivation, elevated heart rate or low blood 
sugar and if necessary, warn a medical response team. This wide 
range of health and securitymonitoring systems enables an effective 
end-to-end soldier health system, including re-provisioningof health 
services when needed. 
 

(iii) Morale and Personal Health Booster.  Certain applications can 
be designed that aim at morale improvement of a soldier. The 
application can also assist in day to day fitness activities, calories 
consumed and calories burned etc to keep a record on physical 
activities of a soldier. 
 

(e) The Connected Soldier.  The previously referred applications and 
many others could be a part of the equipment of the soldiers of the future. 
Using IoMT, the future soldier shall be connected to a variety of networks and 
applications such as Tactical Communication (Tactical Radio, Wideband Voice 
and Data, Mobile Handheld Computers), enhanced Situational Awareness 
(through Tactical Mobile Devices, Intelligent Laser Designator Rangefinders, 
Manoeuvre Sensors), Health (Helmet Sensors, Body Armours, Physiological 
Status Monitor, Survival Kit), Rapid Equipping Force (Counter - UAS, Denied 
GPS, SA and Communications, Squad ISR) and soldier worn power 
(Conformal Battery, Integrated Power/ Data System, Solar/Kinetic Energy 
harvesting). 
 

7. Command & Control Centre.  The entire IOMT PoC infrastructure should be 
operated from a command & control centre that provides an integrated platform for 
sensor data. The Command & Control Centre should analyse the data and deliver 
information across the chain of command thereby enhancing situational awareness 
and achieving common operational picture. The centre to be equipped with cloud 
infrastructure for hosting analytical tools, applications etc. It shall include the 
following:- 

 

(a) 24x7 monitoring of the entire network. 

(b) Network Mgt Sys. 

(c) Remote Configuration of Sensors & Communication Network Elements. 

(d) Mobile & IOMT device management, Patch management, domain 
controller etc. 
  

(e) Hosting of mobile apps such as:- 
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(i) Communication Apps – Secure Phone, Secure Chat, Secure 
Video Call & Conf, Secure Mail etc. 
  

(ii) ISR apps – Surveillance Apps with alerts & analytics. 
 

 (iii) Training Apps. 
  

 (iv) Logistic Apps – Fleet Management, Inventory mgt etc. 
 

 (v)       Health – Personal sensing, Soldier healthcare etc. 
            
(f)  Anomaly detection, Threat detection & alert mechanism, data analytics, 
alarm generation etc. 
 

8. Security and Analytics  
 

(a) All aspects of security shall be adhered to including device and network 
security. All aspects of wireless communication security shall be ensured. 
Softwares & Mob apps provided will have to be vetted for cyber security 
vulnerabilities by agencies such as ACG. 
 

(b) Since a huge amount of data flow is envisaged, the concepts of 
intelligent data filtering along with edge computing and cloud computing shall 
be inherent in the project. Gateways shall be established at appropriate levels 
to ensure only relevant data is transmitted to the cloud and majority of data 
processing is carried out at the edge.  
 

(c) Concept of big data analytics shall be included in the scope of the 
project and automation in decision making at all levels is expected as part of 
scope of the project.  
 

(d) The quantum of varied sensor data generated needs to be fused & 
analysed both at edge as well as the cloud level to generate intelligence for 
improved decision making. AI/ML algorithms need to be factored in for the 
same.  
 

9. Quantity. Various IoMT applications that have been mentioned in above 
paragraphs are envisaged for an area of up to 3 Km radius with control centre at the 
core.  Approx 100 users are envisaged for each application.  02 x 4G/LTE nodes with 
4.5 Km coverage area is expected.  Sensors should have overlapping coverage.  
 

10. Connectivity.  The proposed IoMT devices shall be able to be connected over 
various kinds of media to include 4G/LTE, OFC, Copper based communication, Wi-Fi 
etc. 
 

11. Desired Attributes in IoMT Devices.  The IoMT devices should be power 
efficient and ruggedized. They should have the capability to operate in extreme 
conditions and withstand the vagaries of climate and terrain.  
 

PART-II 
 
12. Vendor Parameters.   The vendor should be a registered company in India.  It 
should have a registered office, Operations and Maintenance support team in India.  
The OEMs of the proposed product and services must also have their registered 
office, operations, maintenance and repair infrastructure in India.  The vendor and 
the OEMs must be technically competent, financially sound and should have 
adequate infrastructure to set up, maintain and support the proposed networks as per 
following criteria:- 
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(a) The vendor and OEMs should have a strong financial base.  Balance 
sheets and Profit/ Loss statements for the past three years should be 
submitted, clearly highlighting the annual turnover. 

 

(b) Vendor and OEM should have a well-established base and technically 
competent maintenance and repair facility to maintain the network.  The 
vendors should submit the support and repair escalation matrix along with 
maintenance methodology as asked in the RFI with additional details as 
relevant. 
 

(c) The responder shall sign an agreement with OEM to manufacture/ 
distribute the offered equipment in India and supply of spares for at least 10 
years after commissioning of the network.  Any obsolescence of product or 
plan to close the support for the product shall be mentioned. 

 

(d) Vendor shall confirm that that he shall be signing copy of all agreement 
with OEMs/ Sub vendors for execution of the Turnkey solution to deliver the 
desired SLAs which will be discussed with user and submitted to the user and 
on conclusion of the same.  OEMs shall also confirm that the proposal has 
been well communicated to them and that they comply with the requirements 
as projected in the RFI or later (RFP, Contract/ any other time) during all 
clarifications given before the issue of RFP. 

 

(e) Vendor must have capability to offer comprehensive onsite warranty of 
two years and 08 years comprehensive support under AMC on expiry of 
warranty for a minimum period of eight years. 

 

 (f) Vendor and OEM of all major components must be an ISO accredited 
 company. 
 

 (g) Vendor must confirm that there are no Patent/ legal issues that might 
 become hindrance in implementation of the solution at later stages. 
 

 (h) Must highlight and obtain the Government clearances as applicable. 
 

13. Vendors should confirm that the following conditions are acceptable:- 
 

(a) The solicitation of offers will be as per “Single Stage-Two Bid System”.  
It would imply that a ‘request for Proposal” would be issued soliciting the 
technical and commercial offers together, but in two separate sealed 
envelopes.  The validity of commercial offers would be at least 18 months from 
the date of submitting of offers. 

 

 (b) The technical offers would be evaluated by a Technical Evaluation 
 Committee (TEC) to check its compliance with RFP. 
 

(c) The equipment of all TEC cleared vendors would be put through a trial 
evaluation at a suitable location nominated by the buyer on a “No Cost No 
commitment’ basis.  A staff evaluation would be carried out by SHQ to analyse 
the result of field evaluation and shortlist the equipment for introduction info 
service. 

 

(d) Amongst the vendors cleared by GS evaluation, a Contract 
Negotiations Committee would decide the lowest cost bidder (L1) and 
conclude the appropriate contract. 

 

(e) Vendor would be bound to provide product support for the entire life 
span of the communication grid network with IoMT sensor grid, which includes 
technical support, spares and maintenance tools/ software. 
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(f) The vendor would be required to accept the general conditions of 
contract given in the Standard Contract Document as per DPM. 

 

(g) An integrity pact along with appropriate IPBG is a mandatory 
requirement in the instant case. 
 

(h) Performance-cum-Warranty Bond both equal to 10% value of the 
contract is required to be submitted after signing of contract. 

 

 (j) ToT (if applicable) as applicable to categorisation would be need to be 
 confirmed by Vendors. 
 

14. Procedure for Response. 
 

(a) Response to RFI (Appendix) will be submitted at under mentioned 
address :- 
 

 Headquarter 21 Signal Group 
PIN- 917921 

 C/o 56 APO 
  

(b) In addition to providing details about company, details about the exact 
product meeting other generic technical specifications should also be carefully 
filled.   Additional literature on the product can also be attached with the form. 

 
(c) Last date of intimation of willingness to participate and acceptance of 
filled form (Appendix) is six weeks from date of issue of RFI.   

 
(d) A vendor interaction may be conducted with all interested parties 
subsequent to receipt of proposal. Exact date and time of the vendor 
interaction will be intimated to all companies who intimate their willingness to 
participate. 
 

15. The Government of India invites responses to this request only from Indian 
Vendors who have tie ups with Original Equipment manufacturers (OEM)/ Authorised 
Vendors/ Government Sponsored Export Agencies (applicable in the case of 
countries where domestic laws do not permit direct export by OEMs). The end user of 
the equipment is the Indian Armed Forces (name of user service). 
 
16. This information is being issued with no financial commitment and the Ministry 
of Defence reserves the right to change or vary any part thereof at any stage. The 
government of India also reserves the right to withdraw it should it be so necessary at 
any stage. The acquisition process would be carried out under the provisions of  
DAP-2021. 
 
 
  



 
Appendix 

        (Refer to Para 14 of RFI) 
 

INFORMATION PERFORMA 
(INDIAN VENDORS) 

 
1. Name of the vendor/company/firm 
____________________________________________________________ 
 
____________________________________________________________ 
(Company profile, in brief, to be attached) 
 
 2. Type (Tick the relevant category). 
         (a) Original Equipment Manufacturer (OEM) Yes/No  
         (b) Authorised Vendor of foreign Film Yes/No (Attach details, if yes) 
         (c) Other (give specific details). 
 _________________________________________________________ 
 
3 Contact Details. 
Postal Address : ________________________________________________ 
 
______________________________________________________________ 
 
City : __________________________ State : _________________________ 
 
Pin Code : ______________________ Tele : __________________________ 
 
Fax : __________________________URL/Website : ____________________ 
 
4 Local Branch/Liaison Office in Delhi (India) (if any). 
 
Name & Address : ________________________________________________ 
 
_______________________________________________________________ 
 
Pin Code ______________________________ 
 
Tele : _________________________________ 
 
Fax ___________________________________ 

         
5. Financial Details 
 (a)  Category of Industry (Large/Medium/small scale) 
 :____________________ 
 
 (b)  Annual Turnover :___________________________________(in INR) 
 
 (c)  Number of employees in firm: 
 ____________________________________ 
 (d)  Details of manufacturing infrastructure: 
 ______________________________________________________________
  
  
  



  
Appendix Continued 

 
(e)  Earlier contracts with Indian Ministry of Defence/Government agencies:- 
 

Contract Number Equipment Quantity Cost 

    

    

    

 
6. Certification by Quality Assurance Organization. 
 

Name of Agency Certificate Applicable from  
(Date & Year) 

Valid till (date 
& Year) 

    

    

    

 
7.  Details of Registration. 
 

Agency Registration No Validity ( Date ) Equipment 

DGS&D    

DGQA/DGAQA    

OFB    

DRDO    

DRDO Any other 
Government 
Agency 

   

 
8.  Membership of FICCI/ASSOCHAM/CH or other Industrial Associations. 
 

Name of Organization Membership Number 

  

  

 

9. Equipment / Product Profile (to be submitted for each product separately) 
 
 (a)  Name of the Product :_______________________________________ 

(Should be given category wise for e.g. all products under night vision devices 
to be mentioned together) 
 
(b)  Description (attach technical literature) :_________________________ 
 
(c)  Whether OEM or Integrator :_________________________________ 
 
(d)  Name and address of Foreign collaborator (if any) :________________ 
 
(e) Industrial License Number : __________________________________ 
 
(f)  Indigenous component of the product (in percentage) : _____________ 
 
(g)  Status (in Service/Design development state) : ___________________ 
 



 
 
(h)  Production capacity per annum : ______________________________ 
 
(j)  Countries/agencies where equipment supplied earlier (give details of 
quantity Supplied :_______________________________________________ 
 
(k) Estimated price of the equipment :________________________________ 

 
10.  Alternatives for meeting the objectives of the equipment set forth in the RF I. 
 
11.  Any other relevant information : _____________________________________ 
 
12.  Declaration. It is certified that the above information is true and any changes 
will be intimated within five (05) working days of occurrence. 
  
 
 

(Authorised Signatory) 
 

 
 
 
 


